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12 FAM 260 
COUNTERINTELLIGENCE 

1. Changes: DS made a substantive change to the section 12 FAM 262, 
Security Awareness and Contact Reporting, (262.1-1, Application) based 
on the 01 G concern regarding contact reporting requirements applied to 
Department employees who are assigned abroad and not specifically 
under the COM's authority (e.g., Department employees assigned to 
NATO Headquarters). Also, DS clarified procedures for travel to countries 
in which critical HUMI NT threat posts are located, regardless of the threat 
level where the employee is stationed or departs from. 

• 12 FAM 261.1 Program Implementation 

• 12 FAM 261.2 Authority 

• 12 FAM 261.3 Counterintelligence Working Groups 

• 12 FAM 261.4 Counterintelligence Surveys 

• 12 FAM 262 Security Awareness And Contact Reporting 

• 12 FAM 262.1 Policy 

• 12 FAM 262.1-1 Application 

• 12 FAM 262.1-2 Legal Authorities 

• 12 FAM 262.1-3 Implementation 

• 12 FAM 262.2 Security Awareness and Counseling 

• 12 FAM 262.3 Responsibilities and Procedures 

• 12 FAM 262.3-1 RSO and PSO 

• 12 FAM 262.3-2 Employee Responsibility 

• 12 FAM 262.3-3 Post Discretion 

• 12 FAM 262.3-4 Other Agency Discretion 
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• 12 FAM 262.3-5 Contact Reports Originating At Post 

• 12 FAM 262.3-6 Contact Reports Originating Domestically 

• 12 FAM 262.4 Accountability 

• 12 FAM 263 Counterintelligence Awareness Program 

• 12 FAM 263.1 Policy 

• 12 FAM 263.2 Ci Awareness Training 

• 12 FAM 263.3 Post Procedures 

• 12 FAM 263.3-1 Low, Medium, And High Counterintelligence-Threat 
Posts 

• 12 FAM 263.3-2 Critical Human Intelligence-Threat Posts 

• 12 FAM 263.4 Domestic Programs 

• 12 FAM 264 Personal Travel To Critical Human I ntelligence Threat 
Countries 

• 12 FAM 264.1 Scope And Applicability 

• 12 FAM 264.1-1 Scope 

• 12 FAM 264.1-2 Program Responsibility 

• 12 FAM 264.2 Procedures 

2. Change Transmittal has replaced the term, Transmittal Letter. The 
FAM volume's transmittal acronym and numerical series remains in place. 

3. Revisions since the last update appear in italics and dark magenta. The 
italics will be removed the next time the material is updated. Only 
current changes will appear in italics. Italics provide a historical record of 
changes. 

4. Officers are reminded that Department- issued materials not codified in 
the Foreign Affairs Manual or its supplemental Foreign Affairs Handbook 
series generally have no regulatory validity (see 2 FAM 1115.2). 

Filing I nstructions (Paper Copies) 

1. Remove and discard the old 12 FAM 260 CT:DS-149; 09-15-2009 and 
insert the new 12 FAM 260, CT:DS-154, 04-12-2010. 

2. After inserting the revised handbook in the binder, insert this change 
transmittal immediately following the CT Checklist, then fill in the 
appropriate entry line and initial. 

Distribution Notice 

1. The Foreign Affairs Manual and Handbooks (unclassified) official version 
can be found on the State Department's Intranet site. 
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2. All posts and offices keeping paper versions of the Foreign Affairs Manual 
are responsible for maintaining the FAM on a current basis (see 2 FAM 
1116.5). 

3. Use KFAM and Al NF TAGS on all communications on FAM/FAH issues; 
direct questions concerning issuance, validity, and updating to 
A/GIS/DIR. Direct questions concerning substance and interpretations to 
the office indicated at the end of this change transmittal. 

(DS/DSS/IP) 



